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AHHOTALMSA

B AOKYMCHTC INPHUBCACHBI CBCIACHUA, HCO6XOI[I/IMBIG IJil yCTaHOBKM W 3KCILTyaTallun

KoMIoHeHTa «ja_CSumy (manee mo TeKcTy — «KoMroHeHT» win ja_CSum), mpeaHa3HauYeHHOTO

JUTSL BBITIOJTHEHUS TIEPUOINIECKUX (POHOBBIX MTPOBEPOK (HaiijIoB.

Hacrosiiee pykoBoJICTBO IpeiHa3HayeHo it aaMuHuctparopos CYB/I.

®

Bce npumeps! B gannom pokymente npuseaensl st CYB/ «Jatobay Bepcum smpa
4.X, UId IpyTruX BEPCHl BCE IIaru BHINOJHSIOTCA AHAJOTMYHO, pa3HULIA COCTOUT B

MMEHAX TUPEKTOPUM.

Hanpumep, CYB]J] «Jatoba» Bepcum 6.X 1O yMONTYaHHIO YCTaHABJIMBAETCS B

JMPEKTOPHIO:

- OC Windows — «C:\Program Files\GIS\Jatoba\6\biny;
— OC Linux — «/usr/jatoba-6/biny.

Jia CYB]] «Jatoba» Bepcuu simpa 4 ucnonb3yercs Bepcus komnonenta — 1.0.19

Jia CYB]] «Jatoba» Bepcuu simpa 5/6 ucnonb3yetcs Bepcust kommnonenta — 1.1.1

CreneHu BaXXHOCTH HpHMeanHﬁ, MMPUMCHACMBIC B TOKYMCHTC!

o

®

Baxnas undopmanus — ykazanus, TpeOyrouue ocoooro BHUMaHMs

JonosHuTteabHass nHGOpMALMs — yKa3aHUs, TO3BOJISIONINE YIIPOCTUTh padoTy C

U31eIINEM

Baxknas unpopmanus
Jns ceprudunupoBanHoit Bepcun CYB/] «Jatoba» moanepsxuBaeTcst paboTa TOIBKO

Ha OC, yka3aHHBIX B ()OpMYJIsipe HA TIOCTaBKY!

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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TepMI/IHI:I M OITPCIHCTICHIS «..viniiniiiiiiiiniiiniieiitieeseinioeteesessesstonsessessssusonsssssssssssonsssssssssusensssssssssstonssssssstsusassssssssssatans

[lepeuens cokpatieHmit

Ne u3mMeHeHus:

HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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1. HASBHAYEHHUE KOMIIOHEHTA

Kommonent «ja_ CSumy nipeHa3HaueH Il BBIMTOJTHCHHUS:

—  wmepsl 3amutbl uHGOpMmarmu B coorBercTBUU ¢ I[lpukaz ®CTIK Poccum ot
11.02.2013 Ne 17 (pen. ot 28.05.2019) «O6 yrBepxxkaennu TpeboBanuii o 3ammure nHGOPMAIHH,
HE COCTaBJLSIIOLIEH TOCYJAapCTBEHHYIO TalHy, COAEpXKAUIEHUCi B  I'OCYJapCTBEHHBIX

MH(POPMAIIMOHHBIX CUCTEMAX):

o (OLJI.1) «KoHTpoJsib LIETOCTHOCTH MPOrpaMMHOIO OOECHEUEHHUs, BKIIOYast

MPOrpaMMHOE O0ECTICUCHHE CPEACTB 3aIIUTHI HHPOPMAIIUN»;

—  TpeboBaHus mo Oe3omacHoCTH WHpOpMaIHH, ycTaHOBiIeHHbIe mpukazom OCTOK
Poccun Ne 64 «TpebGoBanus mo Oe3omacHOCTH MHPOPMAMK K CHCTEMaM YIpaBlieHUs OazaMu

JMaHHBIX (BbIKUCKa)» OT 14.04.2023:
o Kontpons nenocruoctu B CYBJL (OLLJI);
o Orpanunuenue nporpammuoi cpeasl B CYB/I (OIIC).

ComocTaBienne Mep 3aIuThl HHPOpPMALKUU U TpeOOBaHUH 1Mo 0e30macHOCTH HHPOPMALUN

npuBeAeHo B Tabnuue 1.1.

Tabnuma 1.1 — @yHkumu u TpebOBaHUS MO 3aMKUTE HHPOPMATHH

Bepcun sapa CYBJL
7 J5 J6 Hpuxkazst PCTIK

KHNHU u

I'nc HUCIOn KBO
Ml % 5 8 Ne64 Noel7 N21 | 0239

glel gl &l 5| & Ne31

© © =
Nl o | H| O =)

TpeGoBanus no 6e30MaCHOCTH

Mepbl 321U THI HH Mal
HHpopMa Ul P = (bopman

OO0ecneyenne 11eI0CTHOCTH
UHOOPMALMOHHON CUCTEMBI U
(oL ey

pmanun (OLLT)

KonTpons nenoctioctu B CYB]]

OrpanndeHue nporpaMMHON
cpenst B CYB]] (OI1C)

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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1.1. YcioBus npuMeHeHHs
KommonenT «ja_CSum» moxet ucnionb3zoBatbes ¢ CYB]] «Jatobay Bepcwii 4.X 1 BbIIIIE, IO

ynpaBieHueM onepanroHHbix cucteM Windows u GNU/Linux.

o B Tekymen peannzanuu KOMIIOHEHTAa HE MOJJICPKUBACTCS YIPABICHHUE YeEpe3
KOMITIOHEHT  TOJIb30BATEIIbCKOTO  BeO-mHTEpderica aius  aJIMUHUCTPATOPOB

«Jatoba data safey.

Ol"paHI/I‘ICHI/Iﬁ MO0 COBMCCTUMOCTH C APYT'UMHU KOMIIOHCHTAMU HCT.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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2. VCTAHOBKA U HACTPOMKA

YcTaHOBKa KOMITOHEHTA JOJKHA MPOU3BOJUTCS OT MMEHHU II0JIb30BATENs, 00JIaaromero
aJIMUHUCTPATUBHBIMU MTPUBHIIETHSAMHU B cucTeMe. [laHHbBII KOMIIOHEHT IITAaTHBIM 00pa3oM MOXKET
ObITh ycranoBiieH ToibKo ¢ CYBJ] «Jatobay» (cM. mokymeHT «3amuineHHas cucTemMa yrnpaBieHus

6a3amu gaHHBIX «Jatoba». PyKOBOACTBO 1O yCTaHOBKE).

2.1. YcranoBka koMnoHeHTa «ja_CSum» Ha OC Windows
Kommonent ycranaBimBaercs B coctae CYB/I «Jatoba» non ynpasieanem OC Windows

IIPU IIEPBUYHOM YCTAHOBKE.

a) B OKHE «BBI0Op THIIa yCTaHOBKMY CIIEAYET BHIOPATh THIT yCTaHOBKU «BbiOopouHas»
(cm. puc. 2.1);
ﬂ ¥cTanoeka Jatoba — b4
Bmbepure THN YCTAHOBKH
YiamuTe Hanbonee NoaxXoAAWMA THN YCTHOSKK

YCTaHEBNMBAET CAMbIE PACMPOCTPEHEHHBIE KOMMOHEHTHI MPOrpamM,
PexoMeHAyeTcR AnA BoNbWMHCTES NoNb30BaTENENA,
BrifopouHan
MosBonAeT BeIMPETE ANA YCTEHOBKM OTAENEHBIE KOMMOHEHTEI M 380363 TE
WX MECTOHAXOM AEHWE. PEKOMEHAYETCH ANA OMbITHEIX NONL30BATENEN.
Monxan

YCTAHIBNMEAET BCE KOMNOHEHTEI MPOrpaMMel, 3TOT BapUaHT TpebyeT
BonbLUE BCEMD MECTE HE AMCKE.

Hazaa Aanee OTMeHa

Pucynok 2.1 — OxHO BBIOOpA THTIA YCTAHOBKH

0) B OKkHE «Bbp100poyHas yctaHOBKa», BbIOpaTh « KOMIIOHEHT KOHTPOJIS LIEJIOCTHOCTH
(cm. puc. 2.2);

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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1%] ¥Ycranoeka Jatoba

BuiBopouHan yCTaHOBKA
YKEMHTE KOHDUI YPALIMIO YCTEHOBKM KOMNOHEHTOE,

[nA W3MEHEHWA NAPEMETPOE YCTAHOBKM KaKoro -NKB0 KOMAOHEHTE LWENKHWTE
COOTBETCTEYIOWMIA 3HEYO0K B PACNONOHEHHOM HITKE LEPEBE.

Jatoba ana Cepsepa ~ [0nonHATENEHRIR MOy b,
=l ~ | CTaHaapTHEIe pacumperra ana Cef EBINOMHAKILLIAN QOHOBYID

X _~| Noanepxka PLPython (Python 2 & NPOBEPKY LENOCTHOCTH
% ~| Noaaemxxa PLPerl (perl) WCNONHAEMEIX MOLYNER
(=) v | KoHTpomnk LENDCTHOCTI MCMONHAEMBX Moaynel (ja_csum) l
¥ ~| Pasmewenmre Tabnuu Ha obwem ana
¥ _~ | LeHTpanusosaHHbii chop cobbimui
¥ - | CHHXpoHW3EWAA ¥3 ¢ AD/LDAP ceps w

£ >

a Tpebyetca 60KB
Ha KECTKOM LMCKE,

Chpoc Wmonb3oBaHKe Aucka Hazan OTMeHa

Pucynok 2.2 — BeiOop ycraHaBiIMBaeMbIX KOMIOHEHT

B) B OTKpbIBIIEMcs OKHE «Bce roToBo k ycraHoBke Jatoba» 3amycTuTh mporecc
YCTaHOBKH, Ha)KaB KHOIKY « Y CTaHOBUTH» (cM. puc. 2.3);

i Yeranoexa Jatoba - X

Bce roToBo K yctaHoBke Jatoba @

HaMMTE KHONKY “YCTaHoBMTE ™, UToBkl HEYaTE YCTaHoBKY, HamMuTe kHonky "Haszaa™,

4ToBkI MPOEEPMTE MK MEMEHWTE MAPaMETPE! YCTEHOBKM, HammuTe KHomKy "OTMeHa",
yTobEI BEIATH M3 MACTEpPA.

Hazan YCTaHoBMTE CTHeEHE

Pucynok 2.3 — Oxno «Bce roToBo K ycTaHOBKe Jatobay
2.2. YcranoBka koMnoHeHTa «ja_CSum» B OC GNU/Linux

Komnonent ycranaBnuBaercs B coctaBe CYB]] «Jatoba». Ero Bo3M0OXHO yCTaHOBUTH MpH

MEPBUYHON YCTAHOBKE JINOO JIOYCTAHOBUTD.
YcTaHOBKY KOMIIOHEHTa BO3MOHO MTPOBECTH JIBYMS CITIOCOOAMH:

1) ycTaHoBKa u3 JokanbHOro penosutopusi (CDROM) — mpousBoautces u3 ¢aityios,

3alMMCAaHHBIX Ha KOMITAKT-JUCK UJIN CKOIMUPOBAHHBIX C HETO,

Ne u3mMeHeHus: IMoxmucs oTB. MUNA:

‘ JlaTa BHECEHUS U3M:
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2) YCTaHOBKa HETIOCPEICTBEHHO 13 deb/rpm-}aiiiioB — mpON3BOAUTCS OMIIHOHATIBHO, TT0

YCMOTPEHHUIO MOJIH30BATEIIA.

KommoHeHT BhITIONTHEH B BUE oTneinbHOro deb mim rpm-makera. YcTaHOBKa KOMIIOHEHTA
OCYILECTBJISIETCS CcpeAcTBaMH TmakeTHOro MeHemkepa OC. [l pa3HbIX THUIOB MMaKETHBIX

MEHEKEPOB KOMaH/1a yCTAHOBKM HEMHOTO OT/indaeTcs. Huxe nmpuBeeHbl OCHOBHBIE THIIbIL:
— JUIsI CUCTEM Ha OCHOBE makeTHoro MeHnemxkepa APT (k TakuM cucteMam OTHOCSITCA
Bce OC cemeiictBa Debian, ncnons3yromue deb-makeTsl) KOMaH/1a yCTAaHOBKH CIIEAYIOIIAS:
apt-get install jatobab-ja-csum

— JUIE CUCTEM Ha OCHOBE MakeTHBIX MeHepkepoB YUM/DNF (k Takum cucremam
otHocstcs Bce OC cemeiictBa RedHat m Bemmeamme w3 Hee, MCMONB3YIOUINE IPM-TAKETHI)

KOMaH/1a YCTaHOBKH CJI€IyIOIIast:
yum install jatobab5-ja csum
OtnenpHOTO yrouneHus TpedytoT onepannoHubie cucteMbl ALT Linux n openSUSE.
— ALT Linux ucnons3yeTr nakeTHblii MeHexep APT, HO pacnipocTpaHsieTcs B Buie
rpM-NIaKeTOB U I Hee KOMaH/[a YCTAaHOBKH BHITJISIAUT aHamorndHo Debian:
apt-get install jatobab-ja csum

— openSUSE Takke pacnpocTpaHsieTcss B BHIE I'PM-MAKETOB, HO HCHOIb3YET
COOCTBEHHBIIN MAKETHBIN MEHEDKEP Zypper, A1 Hee KOMaHAa YCTAHOBKH BBITJISIIUT CJIETYIOITUM

obpa3zom:

zypper install jatobab5-ja csum

YcraHnoBka KoMIioHeHTa B coctaBe apyrux Bepcuii CYBJl «Jatoba» ocymectBuseTcs
aHasiornyHo. Otnmune Oyner Toibko B Homepe Bepcuum CVYBJl, B cocraBe koTOpoil OH

pacnpoctpansiercs. Hanpumep, jatobad4-ja_csum u T.1.

VYaanenue MOIyJisl TakXkKe OCYLIECTBISIETCS CpeacTBaMM makeTHoro MmeHemxepa OC.
Bmecto komannmer install Hy»XHO HMCHONB30BaTh COOTBETCTBYIOUIYIO JAaHHOMY MaKETHOMY

MEHEeDKEPY KOMaHAy yaaneHus (remove, purge, erase u T.11.).

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Jlis ToyydeHusi NeTabHOW HWH(OPMAIUU IO IMAKETHOMY MEHEIDKEPYy PEKOMEHIYEeTCS

oOpartuthcs K gokymenTtanuu mo OC.

2.3. Hactpoiika konurypaunonsoro ¢gaia «postgresql.conf»
JIist ocyliecTBIIEHUS] KOHTPOJISL LEIOCTHOCTH MPOTPAMMHOTO 00€CTICUEHUS U BHITIOTHEHHS
Mepsbl 3anuTsl nHpopMaruu OLJL. 1 moTpebyeTcs B kKoHGUTrypanmoHnHoMm ¢aiiie «postgresql.conf

YCTaHOBUTH MapaMeTpbl peructpauuu coobituii B CYB/I.

@alin pacnoaoKeH B KaTajore:

/var/lib/jatoba/5/data/

B nem B pazgene «REPORTING AND LOGGING» pekoMeHayeTcs IPOBEPUTH HaJIUuUE

AKTUBHBIX TaAPaMCTPOB:

log destination = 'csvlog'
logging collector = on
log directory = 'log'

Jlns  mepenadud  CcOOBITHIM  0OE30MacHOCTH  CpeACTBaMHM  KOMIOHeHTa «ja Log» B
MOJIB30BATENIbCKUI  BeO-uHTEepdeiic s amMmuHHCcTpaTOopoB «Jatoba data safe», mapamerp

«log_destination» pekOMeHIyeTcsl yCTaHOBUTH Ha (hopMupoBaHue (aiiyioB B popmare *.csv.

VYpoBeHb neTtanuzanuu cooOmeHuil B mapamerpe «log min messages» IOKEH OBITH

YCTaHOBJICH HE HIDKE IapaMeTpa «warning», a peKOMEHI0BaHHBIN napameTp — «infoy:

log min messages = info

[+ user@ubuntu: fusrfjatoba-5/bin

GNU nano 4.8 var flib/jatoba/5/data/postgresgl.conf Modified

log min _messages = info # values in order of decreasing detail:

Pucynok 2.4 — [1apameTpsbl peructpauuu coObITHI 0€301aCHOCTH
B pasmene «Shared Library Preloading», ams mocnemyromeii 3arpy3kd pacIidpeHHs,

YCTaHOBUTH MapaMeTp:

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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shared preload libraries = 'Ja csum'

user@ubuntu: fusr/jatoba-5/bin

GNU nano 4.8 ib/j . Modified

shared preload libraries = 'ja csum'’ # (change requires restart)

Pucynok 2.5 — [1apameTp 3arpy3ku paclimpeHus

JUia npuMeHeHus: napaMmeTpoB norpedyercs nepesamyctuts CYB/L.

2.3.1. Hacrtpoiika KOH(pUTrypauuoHHOro (paiina «postgresql.conf» NI
KOMIIOHEHTOB «securityprofile» u «ja_CSum»

[Tpu coBMeCTHOM HCTIOIB30BAHUN KOMIIOHEHTOB «securityprofile» u «ja_CSumy, B paznene

«Shared Library Preloading» mns mocnemyromieii 3arpy3ku paciiupeHusi yCTaHOBUTh TapaMeTp:

shared preload libraries = 'securityprofile, ja csum'

[+1 root@ubuntu: fvar/flib/jatoba/5/data Q = — O x

GHNU nano 4.8 postgresgl.conf

shared preload libraries = 'securityprofile, ja csum' # (change requires restar

Pucynok 2.6 — [1apameTp 3arpy3ku pacmmpenuii «securityprofile» u «ja_CSum»
JloTioTHUTENTEHBIE HACTPOWKU KOHUTYpaIMoHHOTO (haiina «postgresql.conf» u mpomecc
YCTaHOBKM Ui KOMIIOHEHTa «securityprofile» ommcanel B JTOKYMEHTE PYKOBOJICTBO

aIMUHHUCTpaTOpa, B paszaene 6 «Hacrpoiika 6e3omacHoctu CYBJI «Jatobay.

0 [Tepen ycranoskoit pacmupennit B CYB]] TpeOyeTcs nepe3arpy3uTh €€ B:

— OC Windows Server:

net stop JatobaServer;
net start JatobaServer

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:




12
643.72410666.00067-07 98 01-14

— OC cemeticta GNU/Linux:

systemctl restart jatoba-<ver>

2.4. YcTaHoBKa pacIlIMpeHNs «ja_csum»

VYcTaHOBKa pacIIMpeHHs] «ja_ CcSum» BBIMOJIHIETCS aBTOMAaTHYECKHA IPU TIEPBOM CTapTe

CVYB/l. lns yero nocTaTo4HO:

— B pasnene «Shared Library Preloading» mist mocnenyromeii 3arpy3ku paciiipeHus

YCTaHOBUTH MapaMeTp:

shared preload libraries = 'securityprofile, ja csum'

KaK OMHUCAHO B IL.IL. 2.3, 2.3.1 HAaCcTOSIIEro JOKYMEHTA.

— B pasgene «CUSTOMIZED OPTIONS» nns ycraHoBkM pacuivpeHus B bBJ]

YCTaHOBUTH MapaMeTp:

ja csum.db name = 'postgres'

[+1 mc [root@ubuntu]:/var/lib/jatoba/5/data

GNU nano 4.8 var/lib/jatoba/5/data/postgresgl.conf Modified

ja_csum.db_name = 'postgres'

Pucynok 2.7 — IlapameTp ycTaHOBKHM pacImpeHus «ja_csum» B B[
B pesynbrare npu 3amycke CYB/l Oyner co3gana cxema JaHHBIX «ja_csumy, OJHOUMEHHOE

pacimupenne u co3aanbl (ailsibl ¢ KOHTPOJIBHBIMUA CyMMaMH.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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=1 user@ubuntu: fusrfjatoba-5/bin

postgres=# \dx

List of installed extensions
Name | Version | Schema | Description

ja_csum | | The ja_csum module verifies checksums of specified files
plpgsql | : | pg_catalog | PL/pgSQL procedural language
(2 rows)

postgres=# |J

PucyHok 2.8 — Pe3ynbpTaThl yCTAaHOBKH pacIIUpPEHUs
2.4.1. YcranoBka pacuipenus «securityprofile»
[Tocne mepesarpy3ku CYBJ] u 3arpy3ku pacliMpeHusi CTaHET JOCTYIHOM YCTaHOBKA

pacmupenus «securityprofiley.

CREATE EXTENSION securityprofile;

[+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# create extension securityprofile;
CREATE EXTENSION
postgres=#

Pucynok 2.9 — Komanna ycTaHOBKH paciiupenus «securityprofile»
B pesynbraTe BBIMOJHEHHBIX ACHCTBUN YCTAaHOBATCA paciiupeHus «securityprofile» wu

«ja_csum» B OJHOMMCHHBIX CXCMaX JaHHbIX.

-1 root@ubuntu: /usr/jatoba-5/bin

postgres=# \dx
List of installed extensions
Description

ja_csum o | ja_csum | The ja_csum module wverifies checksums of specified files and objects
plpgsql FIi | pg_catalog | PL/pgSQL procedural language

securityprofile 5 | securityprofile | Adds security profiles

(3 rows)

postgres=#

Pucynok 2.10 — BeIBoJ1 yCTaHOBJIEHHBIX PACILIUPEHUN
Jnst yaetnoit 3anucu agmuauctparopa CYB/I, B o6s3aTensHOM mopsiike, Tpedyercs 3a1aTh
HOBBIM NapoJsib Cpas3y MOCJE BHIIOJHEHUS KOMaH/bl YCTAaHOBKU pactupenus, SQL-komaH10il ¢

CHUHTaKCHUCOM:

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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alter role <uMda yUyeTHOM 3alMCM HOJIbB30OBATEeNd> password '<mapoJb
noJb30oBaTesada>"';

B paccmaTtpuBaemom npumepe BoinosiHaerca SQL-komanzaa:

ALTER ROLE postgres password 'P@ssword!';

[+ root@ubuntu: fusr/jatoba-5/bin

postgres=# ALTER ROLE postgres password 'P@ssword!’;

Pucynok 2.11 — SQL-komanaa cmensl naposist aamuHuctpatopa CYB/]
B tex ciydasx, koraa ydeTHas 3anuch nmonb3oBarens B CYB/] Opi1a cozmana mo yMmoadaHuio

A0 MPUMCHCHU A H&pOHBHOﬁ IIOJIMTUKH, HCO6XOZ[I/IMO HU3MCHUTD IApPOJIb y‘-ICTHOfI 3aIlucCu.

Tpebyercst  yOemutbes, uro  (yHKIUS  OJOKMPOBKH  yCTAaHOBKM  PACIIMPEHHNA
nons3oBatensiMu CYBJl y komnonenTa «securityprofile» Bkimouena. [lpu BbiBoge 10MKHO OBITH

3HaueHue «ON».

show securityprofile.user function creation;

[+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# show securityprofile.user function _creation;
securityprofile.user function creation

(1 row)

postgres=# |:|

Pucynok 2.12 — BriBox craTyca GyHKINN OJOKHPOBKU CO3MAaHUS (PYHKIUN
MOJTb30BATEIISIMU

ITocne ycraHoBKM paciiupeHus «securityprofile» tpeOyercs B TOM k€ CECCHM BBIIOJIHUTH

cozmanue (aiimoB KC (cm. m. 3.2).

Ha manHOM neicTBUM NpeIBapUTENIbHAS HACTPOKKA PACIIMPEHUN 3aKOHYEHA.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3. DYHKIIMOHAJIBHBIE BO3BMOKHOCTHU KOMIIOHEHTA

KommnoneHT cimyxut nist BoinosiHeHus: KoHTpoJist nenoctHoctd CYBJl u BJl, a taxxke mmis

orpaHnuueHus nporpaMmmHoi cpenbl B CYB/I.

Jliis BemonHeHUs: OnokupoBku moib3oBareneid CYBJl u BJl ucnonb3yercs KOMIOHEHT

«secyrityprofile», Bxomsamuii B coctaB CYBJ] «Jatobay.
Obs3arenbHBIE KOHTPOTUpPYeMble 00beKThI b/1:
—  mpoueaypsl u pyHkimu, HanmcanHbie Ha sa3bikax C, SQL, plpgsql u npyrux;
—  arperarHble (QyHKIINH;
—  TpUITEpHI HA TAOIHIIBI U IPEJICTABICHNUS;
—  TpUITEpHI HA COOBITHS;
—  TPeICTaBJICHUS;
—  MaTepualM30BAHHBIC MTPE/ICTABICHUS;
—  TIOJIb30BATEIbCKHUE TUIBI (KOMIIO3UTHBIE, TIEPEUNCIICHNUS, TUATIA30HbI).
Obs3arenpHbIe KOHTpOIHpyeMble 00beKkTel CYB/I:
—  «postgresql.conth — rnaBubIi KoHGUTYpannonusid ¢aiin CYB/;
—  «pg_hba.conf)» — konpurypaunonnsiii ¢aiin npasun ayrearuduxannu B8 CYB/];

—  «pg_ident.conf» — KoHPHUTYpaMOHHBIN (DAl COMOCTABICHUI UMEH MOJIb30BaTeNei

aust mpaBun ayreHTuukanu B CYB/I;

—  «postgresql.auto.conf» — xKoHUTypanMOHHBIA (alin XpaHSmUNA W3MEHEHHUS,

BHOcuMbIe B kKoHpuUrypanuo CYB]] uepes SQL-komanay «ALTER SYSTEM».

B kommonenTe «ja CSumy» mnpenomnpeneneHbl NEepedHH, KOTOPHIE 3allpElIeHbl s

WU3MEHEHUS:
—  crangaptHbix pacuupenus PostgreSQL (cm. [lpunoxenue 1);
—  KOMIIOHEHTOB, BXOJSIIHNX B KOMIUIEKT MOCTaBkH (cM. [Ipunoxenue 2).

Pexomenmyercs mocie 3arpy3kd pacIiMpeHHH Hepeco3aaTh (aiibl KOHTPOJIBHBIX CYyMM,
BbI3BaB QyHkuuio select ja_csum.fill list(), kak ommcano B 1. 3.2 HACTOSIIETO JOKYMEHTa, T.K. B

XOJIe YCTAaHOBKH pacuIupeHus OyayT A00aBJICHBI HOBbIC AHHBIC (TAOJIUIBI, CXEMBI, GYHKIIUU U
‘ Ne u3MeHeHus: HOI{HI/ICB OTB. JHILIa: ‘ I[aTa BHCCCHHSA U3M:
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T.I[.). HoBrble 00BEKTHI JOJIZKHbBI OBITH TOCTaBJIEHBI HA KOHTPOJIb, YTOOBI HCKIIFOYUTH Cpa6aTBIBaHI/I${

MexaHu3Ma O6JoKupoBKY nonb3oBaTenei B CYB/I.

3.1. IlepBhlii 3anycK KOMIIOHEHTA

ITocne 3arpy3ku CYB/], komnoHeHT BbIMOAHUT npoBepky KC, T.x. mo ymondanuto Oyner

BKIJIFOYCH PEKUM «autoy.

B xypHaze cooOiieHnii NosIBUTCS COOOIIEHHE:

ja_csum * check sum event * stop object check * auto

Ecnmu koMmMmoHeHT He OOHApyKUT YCTaHOBJICHHOTO pACHIMPEHHUS, TO 3aIlUIIeT
uHpOpMaIMOHHOE coo0meHne onucanHoe B 1. 6.2 «[9485] WARNING: ja csum *

check sum_event * extension securityprofile not found».

3.2. Co3nanne (paiiioB ¢ KOHTPOJIBLHbIMH cyMMaMH (ja_csum.fill_list)

Criucok KOHTpOIHpYeMBIX (aitnoB coznaetcst SQL-komaH10ii:

select ja csum.fill list();

[+1 admin1@ubunktu: ~

postgres=# select ja csum.fill Llist();
fill_list

postgres=# |:|

Pucynok 3.1 — Komanna coznanus aiisa ¢ KOHTPOJIbHBIMA CyMMaMU

B pesynbrare Boeimonaenns SQL-komaHp! Oy €T CO3AaH KaTaJloT 110 MYTH B:

— GNU Linux:

/var/lib/jatoba/ Homep Bepcum /ja csum

- OC Windows:

C:\Users\postgres\AppData\Local//Jatoba/ HoMep Bepcum /ja csum

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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3.2.1. CTpykTypa katajora u ¢popmMat (paiijioB 3TAJOHHBIX KOHTPOJIBHBIX CYMM

B karasnore xpaneHus ¢ailyioB KOHTPOJIBHBIX CyMM OYIyT XpaHHUTCS (DaiiiIbl TPEX THUIIOB:

¢aitnbl KoHTpONA cTpYKTYphl BJ1;

(aiinsl KOHTPOIIs madnoHHbIX B/I;

¢aitn konTposs omHapHbIX (aiinoB CYB/I.

db_postgres.csv

db_template®.csv
db templatel.csv

Pucynok 3.2 — Karanor ¢ ¢aitiaMmu KOHTPOJIBHBIX CyMM

®aiinbr kKoHTpOIA cTpYKTYphl b/l nmeror umst «db_umsa BJ1.csv». lns xaxmoit b/l B CYB/]

CO3/1aeTCs OTACTBHBIN (aii.

®aiinbl kKoHTpOIs adnoHHBIX bJ] mmerotr nms «db_ums mabmona B/.csv». B mupexkropun

OyIyT mpHUCYTCTBOBATH JBa (haiiia:

db_template(.csv;

db_templatel.csv.

®opmar moneit ¢aitnoB KoHTpods cTpykTypbl b/l m mabnonueix Bl uaeHTnueH wu

NpCACTAaBJICH IOJISIMU:

OID o0bekTa;

THUII 00BEKTA;

UMs O0BEKTA;

cxeMma;

UMs O0BEKTA;
IMOJIHOE UMS 00BEKTA;

OID Bianenniia 0ObEKTA;

Ne u3mMeHeHus: ‘ IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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—  KOHTpOJbHas cymma (paiina;

—  nara mogudukarnuu ¢paiina (UTC+0) B popmate "I MM.IT YU:MM:CC".

mc [root@ubuntu]:/var/libfjatoba/5/ja_csum

2335,AGGREGATE,pg_catalog,array_agg,array_agg(anynonarray),16,e5d5c72504084ecb76b9 afa4,2023-

4053 ,AGGREGATE,pg_catalog,array_agg,array_agg(anyarr ,21bB8ba6308d121a89cec2 2023-1
AGGREGATE,pg_catalog,avg,avg(smallint),10,d9d6a4c et 79c84c6521dc,2 -11-85 03:35:3
78d725bdefo3c,2€ 11-85 83:35:38
6B8c40444748F 926 1-85 03:35:3
835932c278b3ab 7b,2823-11-05 B3:35:38.78¢

Pucynox 3.3 — Ilpumep ctpok ¢aiinos

@aiin kouTpons OunapHbX ¢aitnoB CYBJ] nmeer mmsa «fs_checksums.csv» u dopmar

TIOJICH:
—  TIOJIHBINA IyTh K (Qailiy;
—  umA ¢aiina;
—  nara mogudukarnuu ¢aiina (UTC+0) B popmate "JA.MM.IT YU:MM:CC";
—  pazmep (aiina, B Oaiftax;
—  KOHTpoJbHasg cymma (haiina (o anroputmy MDS).

[Tons aiina pa3aeneHsl 3aMsTHIMU.

mc [root@ubuntu]:/var/libfjatoba/5/ja_csum

oba/5/data,postgre

oba/5/data,postgr onf,02.11.202 5 uTCc+0,30 = a 3fe3b18714bca
( : g8ef1a2
c5fced
bs8

Pucynox 3.4 — Ilpumep crpok ¢aiina «fs_checksums.csv»

3.3. YcTraHoBKa nepuoaM4HoOCTH NpoBepku (ja_csum.check interval)

B coorBerctBun ¢ «TpeGoBanmsimu 1o Oe3omacHOCTH WH(OpPMAIMK K CHCTEMaM

ynpaBieHus 0a3aMu JaHHBIX (BBIMKCKA)», yTBep)AeHHbIMA [Iprkazom ®CTIK Poccun Ne 64 ot

14.04.2023, kouTpoas nenoctHoctd CYBJl nomxen npoBoautcs He MeHee 1 pa3a B cyTku. s

BBITMIOJTHEHUST TAaHHOTO TPEOOBAHMSA MO YMOIYAHUIO YCTaHOBIEH mapamerp «1440» MuHyT, 9TO

COOTBCTCTBYCT KOJIMYCCTBY MUHYT B CYTKax.

CoOTBETCTBEHHO OTCUET BPEMEHU HAYHETCS C MOMEHTA I1EPBOIl MPOBEPKHU.

Ne u3MeHeHUS: HO,Z[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[+1 admini@ubunktu: ~

postgres=# show ja_csum.check interval;
ja_csum.check interval

Pucynok 3.5 — I[IpoBepka yCTaHOBIIEHHOI'O MHTEpBaJia POBEPKHU

Ileprogu4HOCTE MPOBEPKH KOHTPOJIBHBIX CYMM ycTaHaBinBaeTcss SQL-komaH0M:

alter system set ja csum.check interval = <number of minutes>;

[TapameTp mHTEepBanga MPOBEPOK MOXKET OBITH YCTAaHOBIEH B AuamazoHe oT 1 mo 35 000

MuHYT. OTpunaTensHbie U IpOOHbIE 3HAUECHHS HE IOy CKAOTCS.
IIpu ycranoBke napamerpa:
—  BBIIIOJIHUTCS BHEOUYEPEAHAS IIPOBEPKA;
—  KOMIIOHEHT 3alIOMHUT BPEMsI BBIIIOJHEHHUSI IIPOBEPKH;

— BpPCMA BBITTOJHCHUA IMOCICAYIOINUX ITPOBEPOK 6yI[CT OTCUHUTBLIBATHCA OT BPCMCHH

BeImosTHeHUsT SQL-KoMaHbI, T.€. OT BPEMEHH yCTAaHOBKH Napamerpa «ja_csum.check intervaly.
Hanpumep.

JUia ycraHoBku nepuoguuHoctd npoBepku KI[ paz3 B 2880 MMHYT BbINOJIHAETCA

SQL-komanma:

alter system set ja csum.check interval = 2880;

[Tociie yero BBINOIHAETCS IPOBEPKA YCTAaHOBIEHHOTO mapameTpa SQL-KoMaHI0M:

show ja csum.check interval;

[+1 admin1@ubunktu: ~ Q =

postgres=# alter system set ja csum.check interval = 2888;
ALTER SYSTEM

Pucynok 3.6 — YcraHoBKa u npoBepka nuHTepBaa nposepku K1

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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JUisi BCTYIUIEHUS M3MEHEHHH B CHIIy TOTPEOYyeTCs AOMOJHUTENHHO BBIMOTHUTH SQL-

KOMaHJy:

SELECT pg reload conf();

3.4. A3MeHeHne  OUpeKTOpPUH  XpaHeHus:  (ailjiIoB  KOHTPOJBHBIX  CyMM
(ja_csum.work_dir)

H3meHeHne MUPEKTOpUM XpaHEHHs (ailJloB KOHTPOJBHBIX CyMM, YCTAHOBIIEHHOW TIO

YMOJTYaHHIO, BbIONHsIETCSE SQL-KOMaHA0M:

alter system set ja csum.work dir = 'path to the directory';

Hamnpuwmep.

SQL-xomaHabI U1 U3MEHEHUS TUPEKTOPHH XpaHEHUs (ailyIoB ¢ KOHTPOJIBHBIMUA CYyMMaMH

it GNU Linux MoxkeT ObITh CIeIyIONIeH:

alter system set ja csum.work dir = '/var/lib/jatoba’';

[+ admin1@ubunktu: ~

postgres=# alter system set ja csum.work dir = '/var/lib/jatoba';
ALTER SYSTEM
postgres=# [

Pucynok 3.7 — Komanna nsmenenus mytu xpanenust Qaiinos ¢ KC
SQL-xomaHabI U1 U3MEHEHUS IUPEKTOPHH XpaHEHUs (ailyioB ¢ KOHTPOJILHBIMUA CYyMMaMH

B OC Windows MOXeT OBbITh CIICTYFOIICH:

alter system set ja csum.work dir = 'C:\Users\postgres';

3.5. BkiloyeHue/0TKII0YEHH e pexumMa NepuoOINYecKOii NPOBEPKHU
(ja_csum.check_auto)

BxitoueHne/oTKIIIOUeHNE peXUMa NEPUOJNYECKOW TPOBEPKH BO3MOXKHO BBIIOJIHUTD,

UCONB3Ys PyHKIHUIO «ja_csum.check auto».

OTkiIr0YeHne pexuma NepruoAndecKoi IpoBepKH BoInoHseTcs: SQL-koMaH10i:

SELECT ja csum.check auto off();

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[+1 admini@ubuntu: ~

postgres=# SELECT ja_csum.check_auto_off();
check auto off

Pucynok 3.8 — SQL-xomaHAa OTKIIOYEHUS pPEKUMa NEPUOJUUECKON TPOBEPKHU

B xypnane cooOmiennii OyAeT 3anuch, onMcaHHast B 1. 6.5 HaCTOSIIETO TOKyMEHTA.

BxuroueHue pexxuma nepuoinyeckoi NpoBepKy BoinosiHgeTcd SQL-koMaH0M:

SELECT ja csum.check auto on();

[+1 admin1@ubunktu: ~

postgres=# SELECT ja_csum.check_auto_on();
check_auto_on

postgres=#

Pucynok 3.9 — SQL-xomaHAa BKIIOYEHHS peXUMa NEPUOANYECKON TPOBEPKU
IIpn ycTaHOBKE NAaHHOIO IapaMeTpa B 3HAYEHHE «BKIIOUYEHO», KOMIIOHEHT 3aIlyCTHUT

COOTBETCTBYIOIIHE (DOHOBBIE MPOLIECCHI, KOTOPHIE BBHIMTOIHSIIOT epruoauiecKyio mpoBepky KII.

@ Jloryckaercsi U3MEHEHHE MTapaMeTpoB, Ucnoiib3ys SQL-komaHy:

ALTER SYSTEM set ja csum.check auto = true/false;

[TapameTp 3ammmiercs: B KOHGUTYparmoHHBIN (aiin «postgresql.auto.conb.

JUiss BCTYIJIEHWST WM3MEHEHHH B CHIIy MOTpeOyeTcs AOMOJHUTEIHHO BBIIOIHHUTH

SQL-xomanny:

SELECT pg reload conf();

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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IlepnognuHOCTH IIPOBEPKH onpenensercs YCTaHOBJICHHBIM apaMeTpom

«ja_csum.check interval» (cm. m. 3.3).
B >xypHaie coobmiennii Oyaer 3anuch, OlMcaHHas B 1. 6.4 HACTOSIIETO JOKYMEHTA.

3.6. 3anyck Hemenennoi nposepku K11 (ja_csum.check now)

3amyck HeMeIJIEHHOW MPOBEPKH BO3MOIKHO BBIMTOJIHUTH TOJIBKO MOCIE CO3/aHus (DAIoB ¢

KOHTPOJIbHBIMH cyMMamu (cM .11 3.2) u ocyuiecTBisiercs uepe3 SQL-komany:

SELECT ja csum.check now () ;

[+1 admin1@ubuntu: ~

postgres=# SELECT ja_csum.check_now();
check _now

(1 row)

postgres=# ||

Pucynok 3.10 — Komanpa 3anycka HemeyieHHoU npoepku KL
3.7. Pe:xxumbl padoThl KOMIIOHeHTa (ja_sum.action_mode)

KomnoneHT paboTaer B IyX pexnMax:
- «permissive» (pexuM HHHOPMUPOBaHNUA);
— «enforcing» (peXxuM OITOKUPOBAHUS).

BoiBoa Tekyliero pexxumMa paboThl KOMIIOHEHTA BhIMONHETCS SQL-KOMaH10i:

show ja csum.action mode;

[+1 admin1@ubunku: ~

postgres=# show ja_csum.action_mode;
ja_csum.action_mode

enforcing
(1 row)

postgres=# [

Pucynok 3.11 — BeiBox Teky1iero pexuma padoTbl KOMIOHEHT

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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[Tpu 3amycke KOMIIOHEHTA, TI0 YMOTYaHUIO YCTAHABIUBAETCS PEXKUM «OJIOKHPOBAHUSY.

VYupasnenne ¢QyHknmen «ja sum.action mode» BO3MOXHO OT MMEHH U C IpaBaMH

IpUBUIIETMPOBaHHOIO nosb3oBaTens (agmuHuctpatopa CYBJI) ¢ atpudyrom «SUPERUSER».

3.7.1. Pe:xxum MH(pOPMHUPOBAHUS «permissive»
Pexxum wHQOPMUPOBAHHS «permissive» MOXKET HCIoyb3oBaThesi npu BBoae CYBJl B
HKCIUTYaTalnIo, KOT/Ia OKOHYATEIbHO HE C(POPMUPOBAJICS CITUCOK MCHOIb3yEMbIX PACIIUPEHUN H

Hactpoek CYB/I.

[Tosyyaemble coOOLIEHUS OT KOMIIOHEHTA B Ky pHaJIe COOBITUH, T03BOJIAT aIMUHUCTPATOPY
CVYB]l npoananu3upoBaTh HX, OKOHYaTreapbHO HacTpouTs CYB/| M MHUHMMH3UPOBATH PUCK

HapyIICHUsI KOHTPOJIS LIEJIOCTHOCTH € TIOCTEIYIOIIel OJOKHPOBKOM MMOJIb30BATEIIEH.
B nanHOM pexxumMe OIIOKMPOBKA MOJIB30BATENEH HE OCYIIECTBIIAETCS.

YcranoBka pexxuma HH(QOPMHUPOBAaHUS «permissivey BoimoiHseTcs SQL-komMaH10i:

alter system set ja csum.action mode = 'permissive';

[+ admin1@ubuntu: ~

postgres=# alter system set ja_csum.action_mode = 'permissive’;
ALTER SYSTEM
postgres=# show ja csum.action_mode;

ja_csum.action_mode

enforcing
(1 row)

postgres=#

Pucynok 3.12 — Bxirouenue pexnma nHGOPMUPOBAHUS «PErmissivey
JInst BCTyIUIeHUS M3MEHEHHH B CHIIy TOTPEOYyeTcs AOMOJHUTENHHO BBIMOTHUTH SQL-

KOMaHJTy:

SELECT pg reload conf();
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3.7.2. Pe:xxum OsiokupoBanus «enforcing»

Pexum OnokumpoBanmst «enforcing» mpumensiercs Uit noctossHHON padotrel CYB/l s
BeimosiHeHus1 "TpeboBanmii 1o OezomacHocTH WH(MOpPMAMKM K CHCTEMaM yTpaBlieHUs Oa3zamMu
OaHHbIX (BbIMMCKA)», yTBepxkAeHHbIX IIpukazom @OCTOK Poccum Ne 64 ot 14.04.2023

Kacarolmuxcs:
— KonTpossa nenoctuocry;
— OrpaHuydeHust TporpaMMHON Cpeibl.

N3menennst B xoHpurypanuio CYBJ] u B pesxxuM pabOTHI MOJIb30BaTENel TOJKHBI OBITh

CaHKIIMOHUpOBaHbI aqMuHuctparopom CYB/I.

BruroueHne pexxrMa OIIOKMPOBKH I11e1eco00pa3HO MPU COBMECTHON pab0Te KOMIIOHEHTOB

«ja_CSum» u «securityprofile».

Komnonent «ja CSum» BBINONHAET KOHTPOJIb LEIOCTHOCTH, a TPH BBIABICHHBIX
HApYIICHUSAX BBI3BIBACT KOMIOHEHT «securityprofile» s OroxupoBaHUS TOJIB30BATENCH.

OrpaHudeHue NporpaMMHON Cpeibl KOMIIOHEHTOM BBINIOJIHAETCS ITyTEM:
—  pa3peulieHus WIM 3alpeTa yCTAHOBKHU PaclIMpEHUi U3 crucKa, paszpeuenHoro [10;
—  3ampeTa yCTAaHOBKHU pacIIMpPEHUH, HE BXOAAIIMX B CIMCOK paspemieHHoro I10.

Komnonent «securityprofile» orpannunBaer mporpammuyto cpexy CYBJI, mepexBaTriBas

BeintonHeHne komang CREATE FUNCTION / CREATE PROCEDURE.

YcranoBka pexxuma OnokupoBanus «enforcingy Bemonaserca SQL-koMaHm0i:

alter system set ja csum.action mode = 'enforcing';

[+1 admin1@ubuntu: ~ Q

postgres=# alter system set ja_csum.action_mode = 'enforcing';
ALTER SYSTEM
postgres=# show ja csum.action_ mode;

ja_csum.action_ mode

enforcing
(1 row)

postgres=# I

Pucynok 3.13 — Bruirouenue pexxnma 60kupoBanus «enforcingy
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[To ymon4aHuIo 3ampeT Ha CO3JaHHE IMOJIb30BATENbCKUX (DYHKIMH OTKIIOUEH, YTOOBI €ro

BKITIOYHUTH TpeOyeTcs BBI3BATh (DYHKIIHIO:

ALTER SYSTEM SET securityprofile.user function creation=off;

Y BBITIOJIHUTH Tiepe3arpy3ky konurypaunu CYB/I:

select pg reload conf();

3.8. Pyynasi 0JI0KMPOBKa 3arpy3KH pacliupeHus

Anvuanctparop CYBJ| mmeer ¢GyHKIMOHANBHYIO BO3MOXHOCTH orpanuumBath I[10,
ucnonb3dyemoe B CYBJI. brnokupoBanue pacimupenus BoinosHgercs SQL-koMaH0i, umeroniei

CHUHTAaKCHUC:

ja csum.lock extension ('<extension name>', interval '<number of
minutes> <unit of time>"');

B npencraBnenHOM npuMepe 3a0JI0KUpyeM paciiupenne KoMmnoHenTta «ja_Plan__Manager».

BrinonnuB ot uMenu u ¢ npaBamu aamuHuctparopa CYB/I, SQL-komanay:

select ja csum.lock extension('ja plan manager',K interval '3
minutes') ;

+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select ja csum.lock extension('ja plan_manager', interval '3 minutes');
lock extension

postgres=# [

Pucynox 3.14 — Py4nas GoKkupoBKa paciupeHus

[Tpu 3TOM ycTaHaBIMBaeTCS 3aepkKKa OJTOKUPOBAHMS PACIIMPEHUS B BUAC LEIBIX MUHYT.

[TpocmoTp cricka 3a0I0KUPOBAHHBIX paciiupeHuid BeinoaHsercs SQL-komanaoii:

select * from ja csum.control;
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[+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select ¥ from ja_csum.control;
extensionname suspendedtime

ja_plan_manager | 2023-11-10 00:49:14.734736-08
(1 row)

postgres=# ||

Pucynok 3.15 — IlpocmoTp cniucka 3a010KMPOBAaHHBIX PACILIUPEHUIA

B momyuenHoM BbIBoie OyIyT MPUCYTCTBOBATH JBa CTOJIOIA:
— extensionname — UMsI paCIINPECHHUS;
— suspendedtime — Bpemsi OJIOKUPOBKH PACIIUPEHHS.

[lonbiTaBIIMCh yCTaHOBUTH paciuupeHue SQL-komanaoi, Oyaer mojydeHa ommoOka ¢

kojioM «SQLSTATE» 12884 (cm. 1. 6.6).

CREATE EXTENSION ja plan manager;

[+1 root@ubuntu: fusrfjatoba-5/bin Q =

postgres=# CREATE EXTENSION ja_plan_manager;

ERROR: <creating extension ja plan_manager is not allowed due to integrity violations
DETAIL: extension ja_plan_manager blocked by ja sum due to integrity violations
HINT: see appropriate messages from the ja_sum in the log files

postgres=#

Pucynox 3.16 — Ommbka rmpu momnbITKe yCTaHOBKH 3a0JI0KMPOBAHHOTO PACIIUPEHUS

3.9. Pyynasi pa30JIOKHPOBKA 3arpy3KH paciivpeHust

Anvmuanctparop CYB]/] umeer QyHKIIMOHATBHYIO BO3MOXKHOCTH Pa30IOKHMPOBATh paHEe
3abnokupoBannoe [10. Paz6nokupoBanue pacmupenus BeimonaHsercs SQL-komanaol, umeromnieit

CHHTAKCHUC:

ja csum.unlock extension ('<extension name>');

B IIPEICTaBIEHHOM pumepe pa30oOKupyeM  pacUIMpeHue KOMITOHEHTA

«ja_Plan_Manager».

select ja csum.unlock extension('ja plan manager');
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1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select ja_csum.unlock extension('ja_plan_manager');
unlock extension

Pucynok 3.17 — Komanna pa3z0j10KHpOBKY pacIIUpEHUs

[Tpu mpocmoTpe crrcka 3a0IOKUpOBaHHBIX pacmmpernii SQL-komaHo#:

select * from ja csum.control;

nara OJOKHpPOBKH m3MeHUTCS Ha 1999-12-31.

+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select ja_csum.unlock_extension('ja_plan_manager');
unlock extension

postgres=# select * from ja csum.control;
extensionname suspendedtime

ja_plan_manager 1999-12-31 16:00:00-68
(1 row)

postgres=# ||

Pucynok 3.18 — IIpocmoTp cniucka 3a010KMPOBAaHHBIX PACILIUPEHUIA

[Tocne yero BO3MOXHA yCTaHOBKA pa30JIOKUPOBAHHOTO paciuupenus SQL-komaH0i:

CREATE EXTENSION ja plan manager;
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+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select ja_csum.unlock extension('ja_plan_manager');
unlock_extension

postgres=# select * from ja csum.control;
extensionname suspendedtime

ja_plan_manager | 1999-12-31 16:00:00-88
(1 row)

postgres=# CREATE EXTENSION ja_plan_manager;
CREATE EXTENSION
postgres=#

Pucynok 3.19 — YcranoBka paciuimpeHus
3.10. baokuposanme I1O, He BXoAsIIIero B CIMCOK pa3pelIeHHOr 0

KommoneHT «ja_CSumy KOHTPOIUPYET Npeonpeie/ieHHbIC IEPEYHH:

—  crangaptHbix pacuupenus PostgreSQL (cm. Ilpunoxenue 1);

— KOMIIOHEHTOB, BXOJISILIIUX B KOMILUIEKT nocTaBku (cM. [Ipunoxenue 2),
PacnonoxuB ¢aiisibl TeCTOBOTO paCHIMPEHUS:

—  testextension.control;

—  testextension-1.0.sql,

B KaTaJjiore:

/usr/jatoba-5/share/extension/
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[@ Computer usr jatoba-5 share extension

% Starred

_ . testextension.control 116 bytes
{3t Home
[ Desktop . testextension-1.0.sgl 684 bytes
fij Trash tsm_system_rows.control 201 bytes  20Sep 2021
efi & = tsm_system_rows—1.0.sql 327 bytes  20Sep 2021
@ Filesystemr... & .
= tsm_system_time.control 207 bytes  20Sep 2021
(= floppy0

f tsm_system_time-1.0.sgl 327 bytes 205Sep 2021

Pucynok 3.20 — PacnioniosxeHre TeCTOBBIX paclIMPEHUI
MOTIBITAEMCSl YCTAHOBHUTH TECTOBOE PACHIMPEHHE, HE BXOJSIIECE B MEPEUHU PA3PEIICHHOTO

[10, u pa3peleHHOE pacIUpeHue, BEIMOIHUB SQL-KOMaH/IbI:

CREATE EXTENSION testextension;

CREATE EXTENSION amcheck;

+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# CREATE EXTENSION testextension;
ERROR: «creating extension testextension is not allowed due to regulatory restrictions

DETAIL: extension testextension is not in the vendor-defined list of allowed extensions
HINT: call technical support for more information

postgres=# CREATE EXTENSION amcheck;

CREATE EXTENSION

postgres=#

Pucynok 3.21 — IlpoBepka yCTaHOBKM paclIMpeHUi
B pesynbraTe pacmmpeHue, He BXOZsllee B CHUCOK paspemeHHoro I1O, Oyner

3a0JIOKHPOBAHO, a pa3pelICHHOE PACIINPEHUE OYAET YCTaHOBIICHO.

o CymectByeT (yHKIIMOHAIbHAS BO3MOXHOCTh BKIFOUCHUS! PACIIUPEHHUNA B CITHCOK

HUCKJIIOUCHHUHN K 6JIOKI/IpOBKaM, JaXXC €CJIM OHH HE BXOJAT B COCTaB Z[I/ICTpI/I6YTI/IBa.

Jl1st aToro ucnonb3yercss SQL-komanna:

ALTER SYSTEM set ja csum.exclude extension lock =
'extension name';
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3.11. BeiBoja Bepcuu komnoHenTa (Version)

BriBos Bepcun koMnoHeHTa BbinoyiHseTcss SQL-koMaH10M:

SELECT ja_csum.version();

1 root@ubuntu: fusr/jatoba-5/bin

postgres=# SELECT ja_csum.version();
version

ja_csum version
(1 row)

postgres=# |:|

Pucynok 3.22 — SQL-koMaH/1a BBIBO/Ia BEPCUU KOMITOHEHTA
3.12. Konrpoas ¢paiinos OC
CymecTtByeT pyHKIMOHAIBHAS BO3MOXKHOCTE TpoBepku KC ¢aitnos. Jlns ocymecTBienus

TaKoi MPOBEPKH MOTpeOyeTCs:

— B JMPEKTOpUHU (ailloB KOHTPOJBHBIX cyMM (mapametp ja_csum.work dir) co3mgatp
JIONOTHUTENBHBIN (aiin B popmare *.csv;
— BHEIIHUMU cpencTtBamu paccuntats KC no anropurmy MDS;

— 3aIlOJTHUTH TaHHBIMU CO3JIaHHBIN (ailn mo Tpedyemomy dopmary.

[Ipu 3ammanupoBanHOW mpoBepke KC KOMIOHEHT mpouyuTaeT Bce Gailiel  *.csv,

HaxOoJAIIHUECs B TUPEKTOPHUH, U 3aMULIET COOBITHS 0€30MaCHOCTH.

o [TpoBepka ¢aiinoB OC nMeeT orpaHnyeHne, B TEKYIIEH peaan3alii He Peaan30BaH

Mexanu3m nepecuera KC.

[Ipu 3anycke ¢ynkuun «ja_csum.fill listy kommonenT mnepesamumer ain

«checksums.csv», a octanbHbIe (Qailiibl OCTaBUT 0€3 N3MEHEHHH.
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4. IEMCTBUSI AIMHUHUCTPATOPA CYB/ INIPU UBSMEHEHUHU
HEJOCTHOCTHU CYBJ
YcranoBieHHbIe KOMIOHEHTHI «ja_CSum» u «secyrityprofile» mpu HapyImIeHUH KOHTPOJISA
LETIOCTHOCTH U orpaHudeHus: nporpamMmmuoii cpeasl CYB/] B cootBercTBUM ¢ "TpeboBanusamu mo
6e30macHOCTH MHPOPMAIMK K CUCTEMaM YIpaBJIeHHs 0a3aMu JTaHHBIX (BBIITHCKA)» 3a0JIOKUPYIOT
nosib3oBareneid CYBJl, uto B ycnoBuax npomslluieHHONW skciutyatauun CYBJl saBnsercs

HETaTUBHBIM ITIOCJICACTBUCM.

YTto0bl M30eKaTh HEraTUBHBIX IMOCJIEACTBUN BBIIIOJHUTE IOCIEI0BATEIHLHOCTD JEHCTBUH,

IIPUBEJICHHYIO HIXKE.

Hanpumep, TpeOyeTcsi BHECTH CaHKIMOHHPOBAHHBIE W3MEHEHHSI B KOH(HUTYpariOHHBIC

daiinel CYB/I. [Mopsimok aeiicTBUil TOJDKEH OBITH CIIETYIONTUM:

1) [lepeBectn kommoHeHT «ja CSum» B pexuM HHOOPMUPOBAHUS «permissive
(cm. m. 3.7.1).

2) OTKIIIOYUTH PEKUM NEPUOANUECKON TPOBEPKHU (CM. II. 3.5).

3) Buectu Tpebyemble H3MEHEHUS.

4) Ilepezarpy3uts CYB/I.

5) Boiitu 8 CYB/] ot umenu u ¢ npaBamu Aamunuctparopa CYB/I.

6) OOHOBUTH (ailsibl ¢ KOHTPOJIBHBIMUA CyMMaMH (CM. 1. 3.2).

7) [lepeBectn kommoHeHT «ja CSum» B pexuMm OmokupoBaHus «enforcingy
(cm. 1. 3.7.2).

8) BximrouuTs pexum nepuoandeckoit mpoepku (cm. m. 3.5).

JUist KOHTpOJIs Haa paboToi KOMIIOHEHTOB «ja_CSumy, «secyrityprofile» u B nenom CYB/L,
EJIeCO00Pa3HO BOCIIOIB30BATHCS (DYHKIIMOHATEHBIMU BO3MOKHOCTSIMU pa3jiena «Y BeTOMICHUS
(Notifications) KOMIIOHEHTa TIOJIB30BATEILCKOTO BeO-UHTEpdelica s aJIMHUHHUCTPATOPOB

«Jatoba data safey.
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5. YAAJIEHUE KOMITIOHEHTA
VY naneHne KOMIOHEHTa MPOBOAUTCS MOITAITHO.

Brauane ypanstorcs cinykeOHble QYyHKIIUU KOMIOHEHTa «ja_CSumy u3 Bcex 0a3 maHHBIX

SQL-komaHI0¥:

SELECT ja csum.deinstall();

Taxum 06pa3oM BBHIOTHSAETCS OYUCTKA MEPE] yAaJeHHEM PacIIupeHus.

VY nanenne pacmmpeHus «ja_csumy BoinoiHsercs SQL-komaHo#:

DROP EXTENSION ja csum;

[+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# SELECT ja_csum.deinstall();
deinstall

List of installed extensions
| Version | Schema Description

ja_csum | ja_csum | The ja_csum module verifies checksums of speci
fied files and objects

plpgsql | 1.0 | pg_cataleg | PL/pgSQL procedural language

securityprofile | 2.0 | securityprofile | Adds security profiles
(3 rows)

postgres=# DROP EXTENSION ja_csum;
DROP EXTENSION
postgres=# \dx
List of installed extensions
| Version | Schema Description

| pg_cataleg | PL/pgSQL procedural language
securityprofile | 2. | securityprofile | Adds security profiles
(2 rows)

postgres=# ||

Pucynok 5.1 — IIpouecc ynanenus KOMIIOHEHTa
[Tocne gero HeoOXoauMo yOparh 3arpy3Ky MoOAyis U3 postgresqgl.conf, mocraBuB

3HAaK #, WIM YOAJINTh UM PacIIUPEHUs U3 CIIMCKA pacIliupEeHUi.

#shared preload libraries = 'ja csum'
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6. COOBIIEHUSA KOMIIOHEHTA

6.1. Coob0mmenue «Permission denied»
[Ipu pacuere KC ™MokeT BO3HHUKHYTH OIIMOKAa OTCYTCTBUSA JOCTyna «Permission

deniedy».

2023-06-01 05:38:11.255

PDT, "postgres", "postgres", 7696, " [local]", 647890ee.1el10, 4, "SELEC
T",2023-06-01 05:37:02 pDT,3/3,0,L0G,00000,"ja csum *

fill list event * file reading error: /usr/jatoba-
5/share/jatoba-5-1ibs.conf : Permission denied",,,,,,"select

ja csum.fill 1list();",,,"psql","client backend",,0

B sToM ciyuae nmoTpeOyeTcsi yCTaHOBUTH TUPEKTOPUH, YKa3aHHOM B TEKCTE OIINOKH, ITpaBa
Ha YTEHWE W 3alKCh IS YYETHOH 3amucu cucteMHoro nons3zoBatens CYBJ[ «Jatobay (oObraHO
MOJIb30BATEIb C IMEHEM postgres). [locne yero BO30OHOBUTE IPOBEPKY.
6.2. Cooomenne [9485] WARNING: ja_csum * check sum_event * extension
securityprofile not found

Coo0menue 3anuchIBAaeTCs B ClIydae OTCYTCTBUS paclIupeHus «securityprofiley.

2023-11-03 07:28:59.924 PDT [9485] WARNING: Jja csum *
check sum event * extension securityprofile not found

YcrpanuTh ommOKy BO3MOKHO YCTAaHOBKOW pacHIMpeHus «securityprofiley.

6.3. Coobmenne [9474] LOG: checkpoint complete

CooO1ieHne 3anuchIBaeTCsl MOCIE MPOBEACHUS MPOBEPKU KOHTPOJIS LIEJIOCTHOCTU

2023-11-03 07:33:58.984 PDT ([9474] LOG: checkpoint complete:
wrote 4 buffers (0.0%); 0 WAL file(s) added, 0 removed, O
recycled; write=0.102 s, sync=0.021 s, total=0.127 s; sync
files=3, longest=0.011 s, average=0.007 s; distance=0 kB,
estimate=0 kB

6.4. Cooomenue [1833] LOG: ja_csum * set * ja_csum_check auto on()
CooOrmieHre 3amuChIBACTCSl TPU BKIIOYCHHH PEXHMa aBTOMATHYECKOH TPOBEPKHU.
JIOMOMHUTENFHO 3amuchiBaloTes coobmenns ¢ kogoM «SQLSTATE» 3188, 3227, 3228, 3232,
3233.
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2023-11-06 23:37:53.176 PST [1833] LOG: ja _csum * set *
ja csum check auto on()

2023-11-06 23:37:53.176 PST [1833] STATEMENT: SELECT
ja csum.check auto on();

2023-11-06 23:37:56.265 PST [3188] WARNING: Jja csum.check auto
already 1is true

2023-11-060 23:38:11.193 PST [3227] WARNING: Jja csum.check auto
already 1is true

2023-11-06 23:38:26.285 PST [3228] WARNING: Jja csum.check auto
already 1is true

2023-11-060 23:38:41.125 PST [3232] WARNING: Jja csum.check auto
already 1is true

2023-11-06 23:38:56.278 PST [3233] WARNING: Jja csum.check auto
already 1is true

root@ubuntu: fhome/admin1

[1833] LOG: ja_csum * set * ja_csum_check_auto_on()
[1833] STATEMENT: SELECT ja_csum.check_auto_on();

[3188] WARNING: ja_csum.check_auto already is true
[3227] WARNING: ja_csum.check_auto already is true
[3228] WARNING: ja_csum.check_auto already is true
[3232] WARNING: ja_csum.check_auto already is true
[3233] WARNING: ja csum.check auto already is true

Pucynok 6.1 — Coo01mmenust 0 BKIIIOYCHHH PEKUMa aBTOMATHIECKOM MMPOBEPKU
6.5. Coobmenne [1833] LOG: ja_csum * set * ja_csum_check_auto_off()

Coo0menue 3anuChIBAETCS MPHU BRIKIIOYSHUH PEKMMa aBTOMATHIECKOM MPOBEPKH.

2023-11-06 23:39:04.654 PST [1833] LOG: Jja csum * set *
ja csum check auto off ()

2023-11-06 23:39:04.654 PST [1833] STATEMENT: SELECT
ja csum.check auto off();

[+ root@ubuntu: fhome fadmin1

2023-11-06 23:39:04.654 PST [1833] LOG: ja csum * set * ja_csum _check auto off()
2023-11-06 23:39:04.654 PST [1833] STATEMENT: SELECT ja csum.check auto off();

Pucynox 6.2 — Coo01ienusi 0 BEIKITIOUEHUH PEKUMa aBTOMAaTHIECKON MPOBEPKH
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6.6. CooOmenns [12884] 06 omulke ycTaHOBKH 320, 10KHPOBAHHOI0 PACIIUPEHUSA

[Ipu mompITKE YCTAaHOBKH 3a0JIOKMPOBAHHOTO PACIIMPEHHS 3aMMCBIBAIOTCA COOOIICHUS C

kojoM «SQLSTATE) 12884.

2023-11-10 01:31:08.533 PST [12884] ERROR: creating extension
ja plan manager is not allowed due to integrity violations

2023-11-10 01:31:08.533 PST [12884] DETAIL: extension
ja plan manager blocked by ja sum due to integrity violations

2023-11-10 01:31:08.533 PST [12884] HINT: see appropriate
messages from the ja sum in the log files

2023-11-10 01:31:08.533 PST [12884] STATEMENT: CREATE
EXTENSION ja plan manager;

root@ubuntu: fvar/lib/jatoba/5/data/log

GNU nano 4.8 ib/ ] jatoba-Fri.log Modified
2023-11-10 ©1:31:08.533 PST [128B84] ERROR: creating extension ja_plan_manager is not allowed due to integrity violations
2023-11-10 ©1:31:88.533 PST [12884] DETAIL: extension ja_plan_manager blocked by ja_sum due to integrity violations
2023-11-10 01:31:08.533 PST [12884] HINT: see appropriate messages from the ja_sum in the log files
2023-11-10 ©1:31:08.533 PST [12884] STATEMENT: CREATE EXTENSION ja_plan_manager;

Pucynok 6.3 — Coo6menus [12884] 06 ommbKke ycTaHOBKH 3a0JJOKHPOBAHHOTO PACIIHPEHHUS
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NPUJIOKEHHUE 1

Ilepeuens crangapTHbIX pacmupenuid PostgreSQL

Tabnuna 1.1 — [lepedens crangapTHBIX pacmmpenuit PostgreSQL

Pacimpennst Onucanne J4 J5 J6
adminpack Ha0Op MHCTPYMEHTOB MO IEPKKU pgAdmin X X X
MOJTyJIb WHCT HTaMH MIPOBEPAIOLIIMH
amcheck oxny. C CTpyme 3 POBEPAIOIL X X X
I[EJIOCTHOCTb TaOJIMII M MHJICKCOB
auth delay 3aJiepKKa MPH OIMIMOKE ayTeHTU(DUKAIIH X X X
autoinc CM. spi fanee X X X
. MPOTOKOJIMPOBAHUE TIJIAHOB BBIMOJHEHUS MEUICHHBIX
auto_explain p P A X X X
- 3aIpocoB
IIpUMEP CO3LAaHUSA NOJIydaTeel Pe3EPBHON KOIIUU IS
basebackup to_shell PHMED €03/t i pesep s - X X
- - moayist pg_basebackup
basic_archive IpuUMep Moy apxuBupoBaHuss WAL — X X
MHJIEKCHBIN METOJI IOCTYIIA, OCHOBAHHBIN Ha (PUIIBTpaxX
bloom 1 JLI0CTyII bupTp X | X | X
bnyma
TpaHchopMaIsl ~ JIOTMYECKOTO  3HAYCHHS 51
bool plperl panchopvan A X X X
XpaHUMBIX Ipo1ienyp Ha si3b1k PL/Perl
TpaHchopManusl  JIOTMYECKOTO  3HAUCHHs s
bool plperlu XpaHUMbIX mpouenyp Ha s3elk  PL/Perl (s X X X
CYIIEpIIOIb30BaTeIs)
btree gin kiaccsl oneparopoB GIN ¢ noBenenuem B-nepesa X X X
btree gist kiaccsl oneparopoB GIN ¢ noBenenuem B-nepesa X X X
citext TUI JAHHBIX JJ8 CTPOK, HEUYBCTBUTENBHBIX K | Y X X
perucTpy
cube THII JAHHBIX JUIS IPE/ICTABIICHHS] MHOTOMEPHBIX KyGoB | X X X
dblink MOKIIIOUEHHUE K ApyruM Oa3am aaHHbIX PostgreSQL X X X
dict int IIPUMEP CJIOBAps TEKCTOBOTO MOMCKA JUIS LIENBIX YUCET X X X
dict_xsyn MIpUMEp CJIOBaps TEKCTOBOTO MOKUCKAa CHUHOHUMOB X X X
earthdistance BBIYMCIIEHUE PACCTOSHUN MEXy TOUKaMH Ha 3emiie X X X
oOpamienue K (¢aitiam TaHHbIX B (ailloBol cucteme
file fdw pa b 1 b X | X | X
- cepBepa
BBIUMCIIGHUE CXOXXECTHM U  PACCTOSIHUS  MEX
fuzzystrmatch p X X X
CTPOKaMH
hstore TUN JaHHBIX hstore 1yt XpaHeHHs ap KI04-3HaYeHUE X X X
TpaHchopMaIy THIA KIo4-3HaueHus B perl-tum hash
hstore plperl pascopman P X X X
JUIsl XpaHUMBIX nporenyp Ha si3pike PL/Perl
TpaHchopMaIy THMA KIo4-3HaueHus B perl-tum hash
hstore plperlu U XpaHUMBIX mpoueayp Ha s3bike PL/Perl (s X X X

CYIIEpIIOIb30BaTEeIs)

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Pacumpenus

Onucanue

J4

JS

J6

hstore plpythonu

TpaHchopMaMM TUMA KIOY-3HauYeHHe B python-Tumn
dict mns xpaHuMbIX npoueayp Ha s3bike PL/Python
(115 cynepnosab30BaTens)

hstore plpython2u

TpaHchopMaMM TUMA KIOY-3HauYeHHe B python-Tumn
dict s xpaHuMbIX npoueayp Ha s3bike PL/Python
(115 cynepronab3oBaTens)

hstore plpython3u

TpaHchopMaMM TUMA KIOY-3HauYeHHe B python-Tumn
dict mns xpaHuMbIX npoueayp Ha s3bike PL/Python
(115 cynepnosab30BaTes)

i

i

i

insert_username

CM. spi fanee

intagg

arperaTtop ¥ HyMeparop LEJbIX YHCET

intarray

pa60Ta C MaCcCHUBaMH ILICJIBIX YHUCCJI

isn

TUTBI  JTAHHBIX U1 MEXKJIYHAPOJHBIX CTaHIAPTOB
nymepauuu (ISBN, EAN, UPCu . 11.)

Rl | X

Rl | X

Rl | X

jsonb_plperl

TpaHchopMaIu jsonb-3Ha4YeHUH B COOTBETCTBYIOIINE
tunsl Perl (MaccuBbl, X311, CKaJsphI) JUIS XPaHUMBIX
npoueayp Ha sizeike PL/Perl

i

i

i

jsonb_plperlu

TpaHchopMaIu jsonb-3Ha4YeHUN B COOTBETCTBYIOIINE
tunsl Perl (MaccuBbl, X311, CKaJIsphI) JUIS XPAaHUMBIX
npouenyp Ha si3eike PL/Perl (nns cynepmonszoBaTens)

jsonb_plpythonu

TpaHchopMaIu jsonb-3Ha4YeHUN B COOTBETCTBYIOIINE
tunel  Python (maccuBbl, cioBapu, CKaJsipbl) AJs
XpaHUMbIX Tpouenyp Ha s3sike PL/Python (s
CYIIEPIIOIb30BaTEIs)

jsonb_plpython2u

TpaHchopMaIu jsonb-3Ha4YeHUH B COOTBETCTBYIOIINE
tunel  Python (maccuBbl, cioBapu, CKaJsipbl) AJs
XpaHUMbIX Tpouenyp Ha s3sike PL/Python (s
CYIIEpIIOIb30BaTEeIs)

jsonb_plpython3u

TpaHchopMaIu jsonb-3Ha4YeHUH B COOTBETCTBYIOIINE
tunel  Python (maccuBbl, cioBapu, CKaJsipbl) AJs
XpaHUMbIX Tpouenyp Ha s3bike PL/Python (s
CYIIEepIIOIb30BaTEIA)

lo

yIipaBiieHHe OOJBIINMU 00bEKTaMHU

ltree

TUN J@HHBIX I NPEACTABICHUS METOK JaHHBIX B
HEePAPXUUYECKOUN APEBOBUIHON CTPYKTYpPE

Itree_plpythonu

Tpancdopmanus ltree-3HaueHU B COOTBETCTBYIOLIHE
tunel Python s XpaHuMBIX Tpolenyp Ha S3bIKE
PL/Python (an1s1 cynepnosibzoBaTens)

Itree_plpython2u

Tpancopmanus ltree-3HaueHU B COOTBETCTBYIOLIHE
tunel Python 1is XpaHuMBIX Tpolenyp Ha S3bIKE
PL/Python (a5 cynepnosib3oBaTesns)

Itree_plpython3u

Tpancdopmanus ltree-3HaueHU B COOTBETCTBYIOLIHE
tunel Python 11 XpaHuMbIX Tpolenyp Ha S3bIKE
PL/Python (ans1 cynepnosiszoBaTens)

moddatetime

CM. spi fanee

Ne u3mMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Pacimpennst Onucanne J4 J5 J6
YTeHUEe MHPOPMALUM, MCIOJIB3YyeMOHl B peanusaluu | Y X X
I hot
old_snapsho old snapshot threshold
pageinspect HU3KOYPOBHEBOE HCCIIEOBAHUE CTPAHUI] 0a3 JaHHBIX X X X
passwordcheck MIPOBEPKA HAAEKHOCTH MAPOIIS X X X
buffercache uHdopmanua o0 cocrosHUM OypepHOro Kema | x X X
PE_ PostgreSQL
pgcrypto KpUnTorpaduueckue GpyHKIuu X X X
pg_freespacemap MPOCMOTP KapThl CBOOOHOTO MPOCTPAHCTBA X X X
rewarm npe/BapuTelIbHAs 3arPy3Ka JaHHBIX OTHOLICHHH B KeIl |} X X
PE_P Oydepon
rowlocks oTtoOpaxkeHue HHGOpPMALUU O OJOKUPOBKE CTPOK | X X X
pg TaOIUIIBL
OTCIECKMBAaHME  CTAaTUCTUKM  IUIAHUPOBAHMA M | X X X
tat stat t
pg_statl_statements BbINOTHEHUST SQL-oneparopos
pgstattuple [IOJIy4eHUE CTAaTUCTUKU HA YPOBHE KOPTEKEU X X X
sureer NPOBEJCHHE ONEPalMii HU3KOTO YPOBHS C JAaHHBIMM | ¥ X X
PE_SUIEery OTHOILIECHUHN
trom HO/IIEPKKA ONPE/IEICHUS CXOKECTH TEKCTa HA OCHOBE | X X X
PE_ITE TPUTPAMM
visibilit uHpopMaIus u3 KapThl BUJIMIMOCTHU u| x X X
PE_ Y BCIIOMOTaTeJIbHBIE (DYHKIIUU
pg_walinspect MIPOCMOTP KypHaJIa MPea3anicu Ha HU3KOM YpOBHE - X X
plperl A3BIK XpaHUMBIX Tiporieyp PL/Perl X X X
Inerlu SI3BIK XpaHUMBIX npouenyp PL/Perl (u | x X X
PP CYIIEPIIOIb30BaTEIs)
Ipython3u A3bIK XpaHUMBIX mpouenyp PL/Python Bepcusa 3 (mna | x X X
PP CYIIEepIIOIb30BaTEIA)
oOpallieHHe K JaHHBIM, HaxXOJSAIIMMCS Ha BHEIIHUX | X X X
ostgres_fi ’
postgres_fdw cepeepax PostgreSQL
refint CM. spi Jlajiee X X X
s THI JAHHBIX JJI1 OTPE3KOB WIIM MHTEPBAIOB YMCEN C | X X X
& IIJIABAIOILEH TOYKON
nmpoBepka Oe3omacHocTr Ha 0Oasze monmutuk SELinux
sepgsql Ui MaHjaatHoro ympasieHus pocrynom (MAC, X X X
Mandatory Access Control) ¢ meTkamu
0COOEHHOCTH/TIPUMEPBI  MCTIOJIb30BaHUs HUHTepdeiica
spi POrpaMMHpOBAHMs CepBepa (IPyIiia M3 deThpex | < X X
paciupeHuin)
sslinfo nonydyenue uHdopmamuu 06  SSL-ceprudukare | x X X
KJIMEHTA
tablefunc (GyHK1MM, BO3Bpamlaomue Tabmuupl (crosstab m He | x X X

TOJIBKO)

Ne u3mMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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TpUTTEpHass (QYHKIHUSA, COOOIIAromas MpUEMHUKAM
tcn YBEIOMJICHHIH 00 M3MEHEHUSAX B  COJCPKHMOM X X X
TaOIULIBL
test_decoding npuMep Mmoxayns Ha 6Gase SQL jnsa jormyeckoro | x X X
- nexonuposanust WAL
merton usBnedeHus BbiOOpku SYSTEM_ROWS nna | x X X
tsm_system rows TABLESAMPLE
. Mmeron wu3BaedeHus BbpIOOpku SYSTEM TIME mma| x X X
tsm system time TABLESAMPLE
unaccent CIOBapb TEKCTOBOIO IIOMCKAa, KOTOpBIH yOupaer | x X X
TMAKPUTUYECKUE 3HAKH
uuid-ossp rereparop UUID X X X
¢Gyskuuu 18 BbIIonHeHus 3ampocoB XPath m | x X X
xml2 .
npeoOpazoBanmii XSLT
tsvector2 [TomroTEeKCTOBBIM TTOMCK B B/] - X X

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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NPUJIOKEHUE 2
IlepeuyeHb KOMIIOHEHTOB U COOTBETCTBYIOLIMX UM PACIIMPEHUI, BXOAAIIMX B KOMILUIEKT
nocraBku CYB/{

Tabnuna 2.1 — [lepeueHb KOMIIOHEHTOB ¥ COOTBETCTBYIOUIUX UM PACUIMPEHUNA BXOJAIINX B

Ne | Pacumpenue Haumenosanue Onucanne J4 JS J6
} P KOMIIOHEHTA Juct.) | JTuer. | JTuer.)
1 snpo CYB/I X X X
KOMIIOHEHT
) - do Do yIIPaBJICHUS PEKUMOM X X X
Jadog Jaog paboThI y3710B
KJlacTepa
KOMIIOHEHT
0aJaHCUPOBKH
3 | japooler jaPooler MOAKITFOUEHU I X X X
OJIL30BaTeIEH K
CYB/
4 fasttrun fasttrun KOMIIOHCHT X X X
cosmectuMoctu ¢ 1C
cosmectuMoctu ¢ 1C
6 mchar mchar KOMITOHCHT X X X
cosmectuMoctu ¢ 1C
7 — online analyze KOMIOHCHT X X X
cosmectuMoctu ¢ 1C
g | — plantuner KOMIIOHEHT X X X
cosmectuMoctu ¢ 1C
Oracle FDW
o | oracle fdw (Foreign  data | xomnoment mocryma k % x x
- wrapper for | manaeiM CYB/] Oracle
oracle)
OraFCE
Oracle functi KOMIIOHEHT
10 | orafce (Orac e' '11"10‘[101’1 COBMECTUMOCTH c X X X
comp a‘t1b1 ity CVYB/]] Oracle
extension)
KOMIIOHEHT
COBMECTHUMOCTH C
11 | pg_variables pg_Variables CHCTEMON X X X
rJ100aJIbHBIX
nepemeHHbIx CYB/]
Oracle
IDV
12 |idv (Jatoba data KOMITOHEHT KOHTPOJIS X X X
It CyOBEKTOB JIOCTYIA
vau

Ne u3mMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Ne | Pacimimpenue Haumenopanue Onucanue J4 J5 16
B KOMIIOHEHTA Juct.) | JTuer.V | JTucr.)
KOMIIOHEHT
¢dbopmMupoBaHus
13 | http pgSQL-HTTP HTTP/HTIPS X X X
3anpocoB n3 CYBJI
KOMIIOHEHT
14 | plspgsql PlsPgSQL 00dyckamuu koaa X X X
PL/pgSQL
KOMIIOHEHT paboThI €
15 | postgis PostGIS reorpaguyecKuMu X X X
JTAHHBIMH
address_standardiz llorimHeHHOE
15.1 or - PostGIS pacimpeHue X — —
komnoHeHnTta PostGIS
15.2 1 address_standardiz Hoxmmucanoe
o3 PostGIS pacipenue X — —
komnoHeHnta PostGIS
15.3 postgis_raster [Mogqunuénnoe
postgis_raster-3 PostGIS pacuipenue X — —
- komnoHeHnTta PostGIS
15.4 postgis_sfegal [TomunuénHOE
postgis_sfcgal-3 PostGIS PacIiperne X o o
- komnoHeHnTta PostGIS
15.5 ‘o [Nogqunuénnoe
Ezztrgls_tlger_geoc PostGIS pacHmpenie X o o
komnoHeHnta PostGIS
15.6 ‘4 [Nogqunuénnoe
postgis tiger geoc
oder3 PostGIS paciuupeHme X — —
komnoHeHnTta PostGIS
15.7 [Noqunuénnoe
postgis_topology PostGIS pacuimpeHue X — —
komnoHeHnta PostGIS
15.8 [Noqunuénnoe
postgis_topology-3 | PostGIS pacuimpeHue X — —
komnoHeHnTta PostGIS
ICS KOMIIOHEHT COKPBITHS
16 | jes (Jatoba  crypto HH(POP Martim B X X X
(aitmax TaHHBIX
access storage) CVYB/]I
KOMIIOHEHT
BBISIBJICHUS U
17 | sql firewall SQL _Firewall TpEAOTBpAIllCHHA X X X
UCTIOJTHCHUS
HeTunuuHbx SQL-
3arpocoB
KOMIIOHEHT
18 | pg_cryogen pg_Cryogen KOMITPECCUH JaHHbBIX X X X

CYB/]

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Ne | Pacmmpenmne

HaunmenoBanue
KOMIIOHEHTA

Onucanue

J4

JS

Jé

JMucr.D

JMucr.D

JMucr.D

19 | —

pg Task

KOMIIOHEHT
IJITAHUPOBAHUSA
3aganuii CYB/]

20 | pgaudit

pgAudit

KOMITOHCHT
pacuIMpeHHOro
KYpHaITUPOBAHUS
coobiTuii CYBJ]

21 |jalog

ja_Log

KOMIIOHEHT
[EHTPAIN30BAHHOTO
cbopa 3ammceit
coobiTuii CYBJ]

22 | —

pgBadger

KOMITOHEHT
¢dbopmMupoBaHus
OTYETOB TIO JKypHAJIaM

CYB/J

23 | securityprofile

SecurityProfile

KOMITOHEHT
yIpaBICHUS
MapOTBHBIMU
MMOJIUTUKAMHM
noJsb3oBareie CYBJ]

24 | —

pg_ProBackup

KOMITOHEHT
paciIupeHHOTO
PE3EPBHOTO
KOITUPOBAHUS

25 | ptrack

PTrack

KOMITOHEHT
paciIupeHHOTO
PE3EPBHOTO
KOITUPOBAHMS

26 |ja_csum

ja_CSum

KOMITIOHCHT KOHTPOJIA
OCJIOCTHOCTH

27 | ja-sync-ldap

ja_Sync Ldap

KOMIIOHEHT
CHHXPOHH3AINN
YUYETHBIX 3aIIUCEN CO
cIIy’k0aMHu KaTaJloToB

28 | pg_profile

pg_Profile

KOMITOHEHT
¢dbopmMupoBaHus
OTYETOB
MPOM3BOUTELHOCTH

CYB/]

29 | —

JDS

(Jatoba
safe)

data

KOMITOHEHT
M0JIb30BATEIBCKOTO
BeO-unTepdeiica s
aIMHHHUCTPATOPOB

30 |ja-plan-manager

ja_Plan Manage
r

KOMIIOHEHT CO3JaHus
TUTAaHOB 3aIPOCOB B
6azax nannbix (BJ]),
WX ONTUMU3ALNU U
skcniopra B b1

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




43

643.72410666.00067-07 98 01-14

Ne | Pacmmpenmne

HaunmenoBanue
KOMIIOHEHTA

Onucanue

J4

JS

Jé

Hducr.

1)

JMucr.D

JMucr.D

31 | citus

ja_Hipe Cluster

KOMIIOHCHT
BBICOKOITPOHU3BOJUTCII
bHOTI'O KJIACTCPaA

32 | tds fdw

TDS _FDW

KOMITOHEHT
MOJICPIKKU
iatgopmsl Microsoft
SQL Server

33 | pgauditlogtofile

pgauditlogtofile

JOTIOJTHEHHE K
KOMIOHEHTY pgAudit,
KOTOpOE
NepeHanpasJsieT
CTPOKH XypHaja
ayauTa B
HE3aBUCUMBIHN (aiin

34 | P g hint plan

pg_hint plan

KOMIIOHEHT
KOPPEKTHPOBKHU
3aIpocoB

35 pg_store plans

pg_store plans

KOMITIOHCHT KOHTPOJIA
BBIIIOJIHCHHBIX IIJIAHOB
3aIpoCoB

36 | pg ulid

pg ulid

KOMIIOHEHT
MO JIICPIKKH
JeKcorpauecKoro
uaeHTUUKaTOpa

37 | pwgen

pwgen

reHeparop napoJjen

38 | pg_repack

yTHIIUTA U
pacmnpenue CYB/]
ISl peOpraHnu3aluu
TabIuUIL

39 |ja_seceventlog

ja_seceventlog

KOMITOHEHT 3aITUCH
cOoOBITHIT
nH(pOPMAIIMOHHOM
0e30macHOCTH

40 | rum

RUM

KOMIIOHEHT
MOJUICPKKHU HHJIEKCA
RUM

41 |ja similar

ja_Similar

KOMIIOHCHT
IOJHOTECKCTOBOI'O
ITOHUCKa

42 | —

ja_Inventory

KOMIIOHCHT
HWHBCHTApHU3allnn

CYB/]

43 | —

ja_tune

reHeparop
KOH(UTypariMOHHOTO
daitna

44 | hunspell ru ru

hunspell

cB0OOIHAA
oubnuoTeka s
MIPOBEPKH

X

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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HaumenoBanue J4 J5 J6
Ne | Pacmmpenmne Onucanne ) ) )
KOMIIOHEHTAa Huer.” | Aucr.” | Jlucr.
opdorpaduu u
MOP(}OJIOTHIECKOTO
aHanu3a. KoMmnoneHt
«hunspell»
MacCKUpPOBaHHE
. . aHHBIX.
45 | anon ja_anonymizer a _ _ X
- Komnonent
«ja_anonymizer»
IIpumeuanue:
1) HuctpulyTtus.
Ne u3MeHeHus: HOZ{HI/ICB OTB. JHILIa: ‘ I[aTa BHCCCHHSA U3M:
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TEPMUWHBI U ONIPEJIEJIEHUSA

AyrenTu(uxkauuonsHass uHpopMauua — HHPOpPMALHUSA, HUCHOJB3yeMas  IpHU

ayTeHTHU(HUKAIMH CyOBEKTa JOCTyINa MM 00bEKTa JOCTYTIA.

AyTteHTuduKanus — OSHCTBHS MO NPOBEPKE MOUIMHHOCTH CyOBEKTa HOCTyHa W/HWiIu
00BEKTa JOCTyMa, a TAKKE MO MPOBEPKE MPUHAMICIKHOCTU CYyOBEKTY AOCTyIa W/WIN OOBEKTY
JOCTyIa TPEAbSBIECHHOIO HWACHTU(HUKATOpA AOCTYNa M AyTEHTU(UKAIUMOHHON HH(MOpMAIIH

(T'OCT P 58833-2020).

Aamunucrpatop CYBJ[ — cyObekT A0CTyma, BBIIOJHSIONINN aIMHUHUCTPATUBHBIC

¢bynkunu B CYB/] 1 HaneneHHslid mpaBamu:

L4 CO31aBaTh YYCTHBIC 3alTMCH MOJIL30BATENICH CUCTEMbI YHpaBJICHUA Oazamu JaHHBIX,

L4 MOZ[I/I(l)I/IHI/IpOBaTB, 6JIOKI/IpOBaTB " yAQJIATh YYCTHBIC 3allMCU MMOJIL30BATENICH CUCTEMBI

yrpaBieHHs 0a3aMH TaHHbBIX;

L4 Ha3HA4YaThb IpaBa AOCTYyIA IMOJIb30BATCIISIM CHUCTCMBbI YIIPABJICHUSA Oazamu JaHHBIX K

00BEKTaM JOCTYTIa CUCTEMBI YIIPaBIICHUS 0a3aMH JAHHBIX;
®  YOpaBIATh KOHPUTYpAIUEH CUCTEMBI yIIpaBiIeHUs Oa3aMH JaHHBIX;
®  CO37aBaTh, MOJAKIIOYATH 0a3bl JAHHBIX.

Anvmunuctparop CYBJ] umeer arpubyr SUPERUSER w/mnm obnamaer cucTeMHOM

YUYETHOU 3aIIACBI0 «POStEresy».

Aamunuctpatop B/l — cyObekT noctymna, BBITOIHSAIONNN aIMUHUCTPATUBHBIC (OYHKITHH

B b/l 1 HajeneHHbIN TpaBaMu:

L4 CO31aBaTh YUYCTHBIC 3alICH MOJIb30BaTelIel 0a3bl JaHHBIX,

e MoauduuMpOBaTh, OJOKHPOBATh W YNAIATH y4YETHBIC 3alMCH MOJb30BaTelel 0asbl

TaHHBIX;
®  yOpaBIATh KOHPUTyparuei 0a3bl JaHHBIX;

L4 HasHa4YaTb IIpaBa AOCTyIla IIOJb30BATCIIAM 0a3bl JaHHBIX (HOHBBOB&TCHCﬁ

MH(POPMAIIOHHOW CUCTEMBI) K 00BEKTaM J0CTyIa 0a3bl JaHHBIX;

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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L4 CO31aBaTh PE3CPBHLIC KOITNU 0a3bl JaHHbIX M BOCCTAaHAaBJIMWBATb 6a3y JaHHBbIX H3

pPE3EpPBHOM KOIUU;

®  co37aBaTh, MOIUGUIIMPOBAT U YAAIATH MPOLUEAYPHI (IPOrPaMMHBIN KOJ), XpaHUMBIE

B 0a3e JaHHBIX.

Anmunuctparop bJl umeer arpubyr CREATEROLE, u BO3MOXHBIE aTpHOyTHI
BYPASSRLS, REPLICATION, a takxe mnpodne CUCTEMHbIC NPUBUIETHMU OTHOCUTENIBbHO BJI,
kpome atpudyta CREATEDB.

Be3ycnoBHasi 0/10KHpOBKa T1O0Jb30BaTeJi — 53TO OlPAaHUYEHHE I[0JIb30BATENd B
BO3MOKHOCTH ycTaHaBiuBaTh HOBYIO ceccuio ¢ CYBJl. besycnoBhas OmokmpoBka HMeEeET
NPUOPUTET HAJ OTPAaHUYCHUSMH, HAKIAIbIBAEMBIMH TAapOJBHBIMU TOJUTHUKAM (OJIOKHMPOBKA
BCJICICTBUE HCTEYEHHUS CPOKA JEHCTBUS MApoJisi, BPEMEHHBbIC OJIOKMPOBKH TPU HCUYEPHAHUH
MONBITOK BBOJA MapOJIs U T.I1.), IPUMEHSETCSI HE3aBUCUMO OT HUX U HE 3aBUCUT OT IPUMEHSAEMOTO
MeTofa ayTeHTH(ukanuu monb3oBaTeneii. CHATHEe O0€3yClIOBHOH OJOKHPOBKHM HE CHUMAET

OJIOKHPOBOK IO MAPOIHHBIM MOJIUTHKAM U HA00OPOT.

3aBepmeHne CeCCM MOJb30BaTe/Isl — INPUHYAUTCIIBHOC 3aBCPIICHUC OTKpBITOfI ceccuu

nosib3oBatens ¢ bJI/CYB/] B 3aganHOM pesxume.

Ioan3oBatens B/l - cyOBeKT q0CTyNa, UMEIOIIHIA JOCTYI K OTpaHHYeHHOMY TiepeuHto b/

u 00vexToB B/I. meromuii crnenyromuii HaOop MPUBUIIETHI:

®  CO3/1aBaTh U MaHUITYJIUPOBATH 0OObeKTamMu noctymna bJ[ (Tabnwuia, 3anuck umm cronobert,

MoJie, MPEICTABICHUE U MHBIE OOBEKTHI IOCTYTA);
®  BBINOJHATH IIPOLEAYPHI (IPOrpaMMHBIN KOA), XpaHuMble B b/1.
[Tonb3oBatens B/l numeer obs3arenbubii atpudyt LOGIN.

oan3oBaTeabr CYBJ/l — cMm. «Ilomp3oBatens BJ/I». s CYB/] 3Tu noHATHS UIACHTUYHBI.
CYB/]] He pasrpanndmBaeT nojib3oBareieit mo oraenbabpM b/l Bee monmb3oBarenu obmue, 1octyn

K oTesbHBIM B/l onpenensercs HacTpoiKkaMu AOCTYyIA.

Pexxum 3aBepuieHust — crioco0 3aBepIIeHUsT OTKPHITON ceccun nonb3oBaress ¢ bJI/CYB/I

paboTaromuii B pexuMax:

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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L4 smart — 3apeuIacT II0JIb30BATCIIIO BBIIIOJHCHUEC HOBBIX TpaH3aKHHﬁ, OXugact

3aBCPHICHUA TCKYIIINX TpaH3aKHHﬁ, IIOCJIC 3TOI'O OTKIIOYACT IMOJIb30BATCIIA,

e fast (pexuM MO yMOJIYAHUIO) — BCE AaKTHUBHBIE TPAH3aKUMM OTKAaTBIBAIOTCS, a

MMOJIB30BATCIIb NTPUHYAUTCIIBHO OTKIIFOYACTCH;

e immediate — T™OMB30BaTENb NPUHYIUTEIBHO OTKIIOYAaeTCs 03 OXHUIaHUS |

HCTIOCPCACTBCHHOI'O OTKAaTa TpaHBaKHI/Iﬁ

Pounb — cyOnexT nocryna B bJI/CYB/l, HanenenHslii onpeaeaeHHBIM HA00POM MPUBHIIETUN
(wame Bcero ymnorpeOmsieTrcs Kak oOOOOIIeHHWe TPYIIBl TOJIb30BaTeNEH IS BBIMOJTHEHUS

onpezaeneHHoro Habopa nericteuii B BJI/CYB/).

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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HNEPEYEHb COKPAIIIEHUI

SQL - Structured Query Language

b/l - baza nanHbIX

KC - KoHTponbHBIE CyMMBI

KII — KonTpoib nenoctaoctu

oC - OnepannoHHas cucrtema

CYB/J - Cucrema ynpasneHus: 0a3aMu JaHHBIX

OCTOK -~ ®depnepanbHas ciiyx0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
Poccun Poccun

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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JIucr perucrpanuu u3sMeHeHUN

Howmepa nuctoB (cTpanun)

3m.
U3MEHE

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JIUCTOB
CTpaHHUu
aHHYIIHP (cTpanm)
B
OBAaHHBIX
JTOKYMEHTE

Howmep
JOKYMEHTa

Bxogsmmit
HOMEp
COITPOBOJUTE
JILHOTO
JOKYMEHTa U
JaTa

Iloamuce

Hara

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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